The IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems

Extended Reality in A/IS

Humans interpret the world through multiple lenses, determined by both culture and environment,
which form the basis for human bias and deeply influence how people interpret their relationships and
sense of self. The nature of these lenses and how reality is experienced has dramatically evolved with
the introduction of digital technologies and easy access to information via the web. Our perspectives
are profoundly influenced not only by the cultural values of a global population, but by the underlying
tracking technologies fueling the economic underpinnings of the web.
The growing prevalence of augmented and virtual environments is set to extend our collective human
cognizance. Our sense of physical identity, time, and agency will become subject to entirely new
paradigms, where the gateways to these experiences might be controlled by interests other than that
of ordinary citizens. The autonomous and intelligent systems (A/IS) backbone enabling real-time
personalization of any end-users’ Extended Reality (XR) world raises a host of ethical and philosophical
questions about the collection, control, and exploitation of user data within these ecosystems. As these
capabilities move from external headsets into much more subtle, integrated sensory enhancements
(and embedded or implanted devices) the stakes can become perilous.
This chapter develops methodologies that provide an ethical framework for XR systems in order to
assure that the rights of the individual are reflected in the foundation and encoding of the rapidly
evolving landscape of these technologies. Rights should include control over one’s agency and one’s
(increasingly) multifaceted identities.
In order to avoid negative consequences in XR systems enhanced by A/IS, society must proactively seek
solutions, set standards, and adopt methods that can enhance access, innovation, and governance to
ensure human wellbeing. By adopting a lens of pragmatic introspection, society can envision a positive
outcome for all the inspiring and immersive realities humanity will encounter in the near future.
This chapter addresses the challenges as follows:
1.

Social Interactions

2.

Mental Health

3.

Education and Training

4.

The Arts

5.

Privacy, Access, and Control
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Section 1—Social Interactions
The nature of XR and the ability for individuals
to alter their identity (or for their identity to
be altered by other actors) means that social
interactions would likely be deeply affected by
the widespread adoption of these technologies,
especially as influenced by A/IS. For example, XR
(AR/VR) technologies are very popular in China,
where dedicated experimental zones are gaining
significant traction in sectors such as retail and
law enforcement; and Virtual Reality (VR) cafes
are changing the way we interact with people
around us and offer experiences that rival movie
theaters, theme parks, and travel. VR applications
are used to provide an interactive experience for
tourists who can better acquaint themselves with
new environments and attractions; for example,
London Natural History Museum’s app, ‘Hold
the world,’ allows users to move and manipulate
objects that are not available to the general public.
XR also changes the way we experience our
physical reality on a daily basis. This may come
in the form of virtually placing furniture in your
room before buying, or trying on a new pair
of glasses at home.
In addition, XR enhancement over the next
generation may become ubiquitous in the
physical environment, from our homes via
immersive entertainment to city streets and
shops, and that would alter our view of what
constitutes reality. In this regard, it is critical to

promote widespread education about how the
nature of XR may affect our social interactions,
including avoiding widespread negative societal
consequences, as well as education that
addresses the use of extended reality.

Issue: It may be difficult to
recreate the spontaneity of
traditional reality without
eradicating the positive effects
of serendipity within the realm
of XR A/IS.
Background
For several years now, we have witnessed how
online systems automatically sculpt the reality
we encounter. There are two major forces at play
here: the commercial imperative to give customers
what makes the company money, and the desire
of customers to use technology to make their
lives easier, more comfortable, more controllable,
safer, and less disruptive. From the last decade of
computational and interactive media has emerged
a rudimentary version of what the coming intelligent
XR world may look like. The use of personal data
and A/IS are creating an environment in which the
user has become the product.
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Eli Pariser’s “filter bubble,” which describes how
online personalization can reduce one’s exposure
to opposing ideas and opinions, is the inevitable
result of consumers’ desire to get what they
want to be enabled by industries that naturally
want to create products that will sell. This effect
will become qualitatively different and much
more profound when the curated content goes
from a window on a laptop to a seamless part
of the physical world. And this marketing tactic
is beginning to be put in use. In 2016, Mondelez
released an XR advertisement for several new
Oreo flavors. The advertisement had almost
3 million viewers placed inside a world created
for the purpose of advertisement.
Is an augmented or virtual world an improvement
over the physical world when it can be controlled
in ways possible only in a virtual space? Or does it
become a denatured place, a software concoction
more inclined toward order and predictability
than freedom and invention? What effect would
widespread use of such technology have
on individuals, society, and politics over the
long term?
In a physical village or city, a great deal of life,
good and bad, is open to randomness, chance,
risk, and the constant threat of encountering
behavior one would rather not encounter. At the
same time, there are unpredictable and often
inspirational experiences that broaden one’s
exposure to human diversity. In a gated suburb,
by contrast, these qualities are markedly reduced.
We trade inspiration for safety. Qualities are
traded off for other qualities.
Creating the digital version of the gated
community will happen naturally—they are both
designed systems. But how can developers

create A/IS-enabled immersive experiences that
allow users what might be called the “random
city option”—the ability to live in, for example,
a virtual world that somehow mimics the truly
unpredictable aspects many people love about
cities? Can such a simulation have the same
effect as the “real thing” if there’s no actual risk
of serious unpleasantness? Could the degree
of “serendipity” be dialed in by the user?
In the real world, bumping into a stranger when
your GPS breaks may mean you meet your
life partner. However, in the digital and virtual
spheres, algorithms that have been programmed
by design may eliminate genuine randomness
from our human experience. What do we stand
to lose when we code “frictions” or randomness
out of our lives that may cause discomfort, but
can also bring joy and growth? Should such
randomness be added into programming?

Recommendation
Upon entering any virtual realm, users should
be provided a “hotkey” tutorial on how to rapidly
exit the virtual experience, and information about
the nature of algorithmic tracking and mediation
within any environment. Specifically:
1.

This will allow not only for mandatory consent
regarding the use of their personal data, but
for improved trust between individuals and
creators of these environments regarding
user experience.

2.

Work to create this tutorial/paradigm should
be done with the A/IS and immersive
development community to make it a
standard part of the conversation from the
very beginning of a project. (See Section 2,
Universal Escape Key).
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Further Resources
•

Harford, Tim. 2016. Messy: The Power of
Disorder to Transform Our Lives. New York:
Riverhead Books.

•

Harwell, Drew. 2016. “The creepy, inescapable
advertisements that could define virtual
reality” The Washington Post. March 11, 2016.
https://www.washingtonpost.com/news/
the-switch/wp/2016/03/10/the-creepyinescapable-advertisements-that-could-definevirtual-reality/

•

•

•

•

Meng, Jing. 2019. “China’s virtual reality
market set to expand, driven by increased
policy support, 5G network roll-out”
South China Morning Post, June 21, 2019.
https://www.scmp.com/tech/gear/
article/3015591/chinas-virtual-reality-marketset-expand-driven-increased-policy-support.
Erik, Malcolm. 2019. “Virtual reality adds to
tourism through touch, smell and real people’s
experiences” The Conversation, March 5,
2019. http://theconversation.com/virtualreality-adds-to-tourism-through-touch-smelland-real-peoples-experiences-101528
Shirin Ghaffary, Rani Molla. 2020. “How tech
companies are trying to make augmented
and virtual reality a thing, again” Vox Recode,
February 11, 2020. https://www.vox.com/
recode/2020/2/11/21121275/augmentedvirtual-reality-hiring-software-engineers-hired
Hämmig, Oliver. 2019. “Health risks associated
with social isolation in general and in young,
middle and old age” July 18, 2019. https://doi.
org/10.1371/journal.pone.0219663

•

Kefalidou, Genovefa, and Sarah Sharples.
2016. “Encouraging Serendipity in Research:
Designing Technologies to Support
Connection-Making.” International Journal of
Human Computer Studies 89: 1–23. https://
doi.org/10.1016/j.ijhcs.2016.01.003.

•

Mann, Steve. 1997. “Wearable Computing:
A First Step toward Personal Imaging.”
Computer 30 (2): 25–32. https://doi.
org/10.1109/2.566147.

•

Mann, Steve, Tom Furness, Yu Yuan, Jay Iorio,
and Zixin Wang. 2018. “All Reality: Virtual,
Augmented, Mixed (X), Mediated (X,Y), and
Multimediated Reality,” no. X. http://arxiv.org/
abs/1804.08386.

•

Pariser, Eli. 2011. The Filter Bubble: How
the New Personalized Web Is Changing What
We Read and How We Think. New York:
Penguin Books.

•

Rabin, Steven, Jay Goldblatt, and Silva Fernando.
2014. “Advanced Randomness Techniques
for Game AI: Gaussian Randomness, Filtered
Randomness, and Perlin Noise.” In Game AI Pro:
Collected Wisdom of Game AI Professionals,
edited by Steve Rabin, 29–43. Taylor & Francis
Group. https://doi.org/10.1201/b18373.

•

Ahn, Sun Joo, Jeremy N. Bailenson, and
Dooyeon Park. 2014. “Short- and Long-Term
Effects of Embodied Experiences in Immersive
Virtual Environments on Environmental Locus
of Control and Behavior.” Computers in
Human Behavior 39: 235–245.
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Issue: XR changes the way we
interact with society and can lead
to complete disengagement.
Background
The increasing popularity of VR and Augmented
Reality (AR) dedicated zones and their use
in public sites is changing the way individuals
interact with each other. Where friends and
colleagues would previously emphasize eye
contact and physical proximity as a way of
establishing trust and a sense of cohesion,
immersion may change the way we perceive the
people we interact with. They may be judged
based on their avatars, their ability to navigate
this new reality, and their willingness to interact
virtually. Barriers to entry such as for those who
are visually impaired could exclude an individual
from an immersive working environment or from
a new connected socializing platform.
VR can also be used to disengage from one’s
environment. Individuals can choose to
relive happy memories (whether real or not),
go on vacation to a venue miles and years
away, or immerse themselves in some virtual
entertainment—all without leaving their chair
and without interacting with other people. It is
speculated this could lead to the disengagement
of individuals even when in the company of
others, as virtual interactions can supplement and
surpass human interaction in the user experience
they offer. In this way, individuals can “fulfill” their
own social needs without reciprocating those of
others. This artificial satisfaction of basic social
needs through fully immersive technologies may

have unpredictable implications on the very fabric
of society, especially by changing the way humans
interact (or do not interact) with each other.
XR provides such a high level of fidelity that it will
challenge established policy and social norms
in workplaces, homes, and in the public sphere.
Especially, in regard to certain types of content,
e.g., violent shooting games, highly sexualized,
or illicit content, public oversight of controversial
content consumption will need to be reexamined
as the boundaries between real life and
immersive content blur.

Recommendation
Organizations that are working on immersive
technologies should create a multidisciplinary
approach to ensure that technologies are not
created in an ethical vacuum. By involving
social scientists and humanities researchers
in technological product development, ethical
concerns can be identified more quickly.
Immersive content providers (including
advertisers) should provide mandatory and
contextual disclosure when offering alternative
social interactions that do not require a human
counterpart or severely limit key social cues.

Further Resources
•

Kim, Monica. 2015. “The Good and the Bad
of Escaping to Virtual Reality.” The Atlantic,
February 18, 2015. https://www.theatlantic.
com/health/archive/2015/02/the-good-andthe-bad-of-escaping-to-virtual-reality/385134/.
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•

Kurzweil, Ray. 2003. “Foreword to Virtual
Humans” October 23, 2003. https://www.
kurzweilai.net/foreword-to-virtual-humans

•

Liao, Tony. 2012. “A Framework For Debating
Augmented Futures: Classifying The Visions,
Promises and Ideographs Advanced About
Augmented Reality.” 11th IEEE International
Symposium on Mixed and Augmented
Reality 2012 - Arts, Media, and Humanities
Papers, ISMAR-AMH 2012, 3–12. https://doi.
org/10.1109/ISMAR-AMH.2012.6483982.

•

Madary, Michael, and Thomas K. Metzinger.
2016. “Real Virtuality: A Code of Ethical
Conduct. Recommendations for Good
Scientific Practice and the Consumers of
VR-Technology.” Frontiers Robotics AI 3
(February): 1–23. https://doi.org/10.3389/
frobt.2016.00003.

Issue: When geography is
eliminated and identity morphs
from physical certainty to
virtuality, then cultural norms
and interactions may transform
in ways that supersede,
supplement, or replace
human interaction.
Background
When an increasing amount of our life is spent in
a photorealistic and responsive world of software,
what will happen to actual human contact,
which might always remain undigitizable in

meaningful ways? When a virtual world is vastly
more pleasant and fulfilling than the physical
alternative, will there be a significant population
who choose to live exclusively, or who spend at
least a majority of their time, in a synthetic world
of their own making? Opting in and out will be
central to the coming digital experiences; but
what happens with the opposite—when people
choose to opt-out of the physical world in favor
of a virtual one?
The availability of alternate computational realities
could lead to permanent disengagement from
a society that can have far-reaching implications
on fertility rates, labor productivity, and alter
the nature of social relationships. People may
choose to disengage from society as a whole,
choosing instead to relegate themselves to the
virtual domain.
With immersion, our notions of being will be
multimodal and as such will have a societal
impact in terms of culture, relationships, and
perception of both the self and others. We
might be able to manipulate our perceptions of
time and space to experience, or re-experience,
interactions that would otherwise be impossible.
With alternative realities in reach, people may
inhabit them to avoid facing problems they
encounter in real life.
XR technology could also be especially
meaningful in allowing people to create a physical
appearance that more closely reflects who they
are. For example, it could help transgender
persons reconcile their physical appearance with
their identity. At this point it is not clear that the
optimal digital representation of a person is the
externally observable one or one better aligned
to the individual’s self-image and identity.
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While the benefits of spending time in alternate
realities could include increasing empathy
toward others or discovering aspects of one’s
individuality that could positively affect a person’s
identity (in either real or virtual reality), there
are multiple benefits of human interaction, both
physical and emotional, that could be adversely
affected if too much time is spent within one’s
own creation.

Recommendation
An integrated XR awareness framework for both
technology developers and end-users should be
co-created by policy makers and manufacturers
within a social consensus-based framework.
Such an awareness framework would be
deployed by entities that create technologies,
with a goal of standardizing education and
literacy regarding their products. Specifically:
•

•

All technology developers—regardless of their
position in the product ecosystem—have
a responsibility to provide clear disclosure
and explanations for users regarding the
augmented, virtual, mediated, or multimediated experiences in which end-users
will find themselves immersed.
Such awareness initiatives should involve
social scientists, humanities researchers,
marketers (public relations), and practitioners
including emotional intelligence or positive
psychology, in addition to policy makers
and manufacturers. The conversation can
promote research focused on the ways in
which immersive applications can allow for
the support and safeguarding of cultural and
personal identity.

•

Engagement in humanities research (history,
ethics, literature, fine arts, etc.) to learn
how individuals understand their identity,
selfhood, culture, and shared histories. Cultural
education will allow users to embrace and
recognize cultural identities and their unique
manifestations in XR.

●

Further Resources
•

Anderson, Janna Quitney, and Lee Rainie.
2008. “The Future of the Internet III: Summary
of Findings.” https://www.issuelab.org/
resource/the-future-of-the-internet-iii.html

•

Kurzweil, Ray. 2003. “Foreword to Virtual
Humans” October 23, 2003. https://www.
kurzweilai.net/foreword-to-virtual-humans

•

Brown, Josh, 2019 “How gender questioning
and transgender gamers found a safe space in
VR” Digital Trends. July 1, 2019. https://www.
digitaltrends.com/gaming/gender-questioningtransgender-gamers-safe-space-vr/.

•

Fredrickson, Barbara L. 2017. “Your P hone
vs. Your Heart.” In Future Directions in WellBeing: Education, Organizations and Policy,
edited by Mathew A White, Gavin R. Slemp
and A. Simon Murray, 59–61. Cham: Springer.
https://doi.org/10.1007/978-3-319-568898_11.

•

Hershfield, Hal E., Daniel G. Goldstein, William
F. Sharpe, Jesse Fox, Leo Yeykelis, Laura L.
Carstensen, and Jeremy N. Bailenson. 2011.
“Increasing Saving Behavior through AgeProgressed Renderings of the Future Self.” Journal
of Marketing Research 48 (SPEC. ISSUE).
https://doi.org/10.1509/jmkr.48.SPL.S23.
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•

Marquis, Donald G., and Thomas J. Allen.
1966. “Communication Patterns in Applied
Technology.” American Psychologist 21 (11):
1052–60.

•

McGonigal, Jane. 2011. Reality Is Broken: Why
Games Make Us Better and How They Can
Change the World. New York: The Penguin Press.

•

•

Miles, James L. 2017. “Ubuntu and Defining
Community in America: A 21st Century
Viewpoint.” Anthropology of Consciousness
28 (2): 178–86. https://doi.org/10.1111/
anoc.12079.
Pasqualini, Isabella, Joan Llobera, and
Olaf Blanke. 2013. “‘Seeing’ and ‘Feeling’
Architecture: How Bodily Self-Consciousness
Alters Architectonic Experience and Affects
the Perception of Interiors.” Frontiers in
Psychology 4 (June): 1–10. https://doi.
org/10.3389/fpsyg.2013.00354.

•

Peck, Tabitha C., Sofia Seinfeld, Salvatore M.
Aglioti, and Mel Slater. 2013. “Putting Yourself
in the Skin of a Black Avatar Reduces Implicit
Racial Bias.” Consciousness and Cognition
22 (3): 779–787. https://doi.org/10.1016/j.
concog.2013.04.016.

•

Petkova, Valeria I., and H. Henrik Ehrsson.
2008. “If I Were You: Perceptual Illusion of
Body Swapping.” PLoS ONE 3 (12). http://doi.
org/10.1371/journal.pone.0003832.

•

Spiteri, Christine. 2015. “Cultural Identity
Construction through Smartphone Use.”
https://doi.org/10.13140/2.1.1902.9286.

•

Turkle, Sherry. 2012. Alone Together: Why We
Expect More from Technology and Less from
Each Other. New York: Basic Books.

•

Verbeek, Peter-Paul. 2011. Moralizing
Technology: Understanding and Designing the
Morality of Things. University of Chicago Press.
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Section 2—Mental Health
While there are proven benefits of utilizing virtual
or augmented reality for creating empathy in
users or treating post-traumatic stress disorder
(PTSD) for soldiers, there are also potential
negative consequences via loss of agency,
consent, or confusion about one’s place in
one’s world(s).
Questions still need to be answered regarding the
use of XR as a tool for mental health diagnosis
and treatment. Thus far, a significant amount
of literature has emerged indicating a positive
impact on mental health and physical functioning
using scientifically-informed XR applications with
well-designed content delivered within the more
controlled (and safe) context of the therapy
setting, administered and supervised by a
well-trained clinician.
However, what happens if these types of computermediated experiences become commodity
products that are readily accessible to anyone who
might self-diagnose their clinical condition and
use XR treatment content as “self-help” therapy?
While some might say this is not much different
from purchasing a self-help book and following
the instructions and recommendations therein, XR
experiences may have a deeper impact on a user
than reading a book.
Similar to most areas of mental health care,
there is a risk that this form of self-diagnosis
and treatment is based on inaccurate or
counterproductive information. Another kind of
problem may emerge if a clinician decides that

computer-mediated intervention would be great
for generating a buzz for their practice and result in
more business, but has not had training in its use
and safe application.
Note: The following are offered as insights from
Committee members who are experts in fields
relating to XR. Readers are urged to consult
professionals before beginning any treatment
regimen. The following is not medical advice.

Issue: The short- and longterm effects and implications
of therapeutic experiences to
software-driven decision making
for mental health assessment
are currently largely unknown
and may cause harm if
not addressed.
Background
A/IS-enhanced XR will generate a range of
powerful applications in healthcare over the next
generation, from improving medical and surgical
outcomes to virtual physicians, to performance
visualization for athletes. Compelling ultrahigh-fidelity systems could exploit the brain’s
neuroplasticity for a variety of beneficial (and nonbeneficial) ends, including present-day treatment
of PTSD and anxiety disorders using VR.
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Being in a completely mediated environment
could, for example, fool the mind into thinking
and feeling as it did in an earlier stage of one’s
life, with measurable physiological effects.
Psychological conditions often have accompanying
physical ailments that diminish or disappear
when the psychological condition is treated. If
one accepts a positive impact of XR for changing
cognition, emotions, and behavior, one has to
also accept that such changes can occur that
have less desirable consequences. With human
augmentation, the physiological and psychological
can both be automatically manipulated or adjusted
based on either human or machine mandated
and controlled parameters. In addition to external
sensory input, internal input (implanted devices)
deliver information to the senses as well as deliver
medication (or nutrition) based upon monitoring
emotional or physical states.
XR systems could radically affect how the mind
processes and synthesizes information, and
ultimately it could be a way to teach ourselves
new ways to think and create content. However,
the long-term effects of immersion are largely
unknown at this point, and the exploitability of
a person’s (or a larger group’s) notion of reality
raises a host of ethical issues.
Creating awareness over who controls what in
connected systems is critical. Even calling these
new forms of technologies a series of “realities”
blurs the line unnecessarily. The idea that there
is anything human-authored that is “non-real”
is something that needs to be explored on a
cultural level. If an XR system is allowed to provide
ultra-high-fidelity systems to large numbers of
users, “truth” will be dictated by an increasingly

homogeneous and concentrated few. Even if
these systems are personalized at scale by A/IS,
fundamental awareness and control need to be
vested with the individual.
Thus, there are issues of concern here from both
the patient and the provider side of the equation.
Consequently, the mental health profession needs
ethical guidelines for the safe and informed use of
clinical VR applications, much like pharmaceutical
treatments are managed by well-trained and
qualified physicians.

Recommendation
General guidelines for the creation, distribution,
practice methods, and training requirements
should be established for the clinical application
of XR for persons with mental health conditions
and the general public. Specifically:
•

Research conducted by qualified mental
health experts is required in this area to
determine how people can best approach
immersion in new realities in ways they can
control or mediate should potential negative
or triggering situations take place. In the area
of clinical practice, the American Psychological
Association’s ethical code provides a clear and
well-endorsed set of guidelines that can serve
as a good starting point for understanding and
proactively addressing some of the issues for
the creation and use of VR applications (see:
www.apa.org/ethics/ code/#201e). Three
core areas of concerns and recommendations
can be derived from these guidelines (two
from the APA code and one regarding patient
self-help decision-making):
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1.

2.

3.

“2.04 Bases for Scientific and
Professional Judgments
Psychologists’ work is based upon established
scientific and professional knowledge of
the discipline.” Technology applications that
are developed for clinical assessment and
treatment must be based on both an ethical
and theoretical framework and documented
with some level of research before they
can be accepted as evidence-based and
promoted to a patient in that fashion. In an
emerging area like XR, where unique and
specific guidelines have yet to be established,
the practitioner must be fully transparent
about the evidence base for the approach
and take precautions to preserve the safety
and integrity of the patient.
“2.01 Boundaries of Competence
Psychologists provide services, teach and
conduct research with populations and in
areas only within the boundaries of their
competence, based on their education,
training, supervised experience, consultation,
study or professional experience.”
Technology-based mental health assessment
and treatment may require fundamentally
different skill sets than what is needed for
traditional approaches of clinical psychology.
Increased training prior to the use of these
technologies is recommended.
While not cited as an APA standard, the
issues regarding patient self-diagnosis and
self-treatment deserve further mention.
Mental health conditions can be extremely
complex, and in some instances, the
self-awareness of the patient may be
compromised. This can oftentimes lead to a
faulty self-diagnosis as well as the problems

that arise when the patient searches for
information via the Internet, where reliable
and valid content can be difficult for a nonexpert to identify. The same issues come into
play with self-treatment. The problems that
may ensue are two-fold:
• The patient makes errors in one, or both,
of diagnosis and treatment, and achieves
no clinical benefit, or worse, aggravates
the existing condition with an ineffective
or inappropriate technological approach
that actually does more harm than good.
By pursuing an enticing self-help approach
that is misaligned with their actual needs or
has no evidence for its efficacy, the patient
could miss the opportunity to actually
receive quality evidence-based care that
is designed and delivered based on the
informed judgment of a trained expert
diagnostician or clinical care provider.
• Incorrect diagnosis and treatment could
occur if a company produces a technologybased approach without sufficient
validation and over-promotes or markets
it to the public as a test or a cure. This
has been seen over the years with many
forms of pseudo-medicine. Principles
and guidelines about the promotion of
an application that has the consumers’
protection in mind are recommended. This
issue is particularly important at the current
time, in view of all the public exposure,
hype, and genuine excitement surrounding
XR. One can imagine new companies
emerging in the healthcare space without
any credible expert clinical and/or research
guidance. Such companies could not only
do harm to users, but the uninformed
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development and over-hype of the benefits
to be derived from a clinical application
leading to negative effects could serve to
create the general impression that VR is a
snake oil approach and lead to people not
seeking (or benefiting from) an otherwise
well-validated XR approach.
An example of a grey area in this domain
concerns one of the most common fears that
people report—public speaking. Technically, in
an extreme form where it significantly impairs
social and occupational functioning, public
speaking anxiety would qualify as a phobia
and be diagnosed as an anxiety disorder.
However, since people have some level of
sub-clinical fear of public speaking that they
eventually get over with practice, this has
been one of the first areas where widespread
consumer access to public speaking XR
exposure therapy software has occurred.
Users can practice their presentation skills
on a low-cost mobile phone driven HeadMounted Display (HMD) in front of various
types of audiences and settings. In this
case, most clinicians would not show much
concern for this type of self-help approach,
and the potential for damaging effects to
a user appears to be fairly minimal. But,
from this example, can we now expect that
applications will be made readily available for
other and perhaps more complex anxietydisorder-based phobias (fear of flying, social
phobia, driving, spiders, intimacy, etc.), or
even for PTSD treatment?

Further Resources
•

Botella, Cristina, Berenice Serrano, Rosa M.
Baños, and Azucena Garcia-Palacios. 2015.
“Virtual Reality Exposure-Based Therapy
for the Treatment of Post-Traumatic Stress
Disorder: A Review of Its Efficacy, the
Adequacy of the Treatment Protocol, and
Its Acceptability.” Neuropsychiatric Disease
and Treatment 11: 2533–45.
https://doi.org/10.2147/NDT.S89542.

•

United Kingdom Mental Health Foundation.
2016. “Physical health and mental health”
February, 2016. https://www.mentalhealth.
org.uk/a-to-z/p/physical-health-and-mentalhealth.

•

Rothbaum, B. O., Hodges, L. F., Ready, D.,
Graap, K., and Alarcon, R. D. (2001). Virtual
reality exposure therapy for Vietnam veterans
with posttraumatic stress disorder. The Journal
of Clinical Psychiatry, 62(8), 617–622. https://
doi.org/10.4088/JCP.v62n0808.

•

Anderson, L., Elana Zimand, Larry F. Hodges,
and Barbara O. Rathbaum. 2005. “Cognitive
behavioral therapy for public‐speaking anxiety
using virtual reality for exposure” October 17,
2005. https://doi.org/10.1002/da.20090.

•

Hollis, Chris, Stephanie Sampson, Lucy
Simons, E. Bethan Davies, Rachel Churchill,
Victoria Betton, Debbie Butler, et al. 2018.
“Identifying Research Priorities for Digital
Technology in Mental Health Care: Results
of the James Lind Alliance Priority Setting
Partnership.” The Lancet Psychiatry 5 (10):
845–54. https://doi.org/10.1016/S22150366(18)30296-7.
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•

•

Madary, Michael, and Thomas K. Metzinger.
2016. “Real Virtuality: A Code of Ethical
Conduct. Recommendations for Good
Scientific Practice and the Consumers of
VR-Technology.” Frontiers Robotics AI 3
(February): 1–23. https://doi.org/10.3389/
frobt.2016.00003.
Rizzo, Albert “Skip,” Maria T. Schultheis,
and Barbara O. Rothbaum. 2002. “Ethical
Issues for the Use of Virtual Reality in the
Psychological Sciences.” In Ethical Issues in
Clinical Neuropsychology, edited by Shane S.
Bush and Michael L. Drexler, 243–80. Lisse:
Swets & Zeitlinger Publishers.

•

Stroud, Scott R. 2014. “The Dark Side of
the Online Self: A Pragmatist Critique of the
Growing Plague of Revenge Porn.” Journal of
Mass Media Ethics: Exploring Questions of
Media Morality 29 (3): 168–83. https://doi.or
g/10.1080/08900523.2014.917976.

•

Wiederhold, Brenda K., and Mark D.
Wiederhold. 2005. Virtual Reality Therapy for
Anxiety Disorders: Advances in Evaluation and
Treatment. Washington, DC, US: American
Psychological Association. https://doi.
org/10.1037/10858-000.

•

Wood, Matthew, Gavin Wood, and Madeline
Balaam. 2017. “‘They’re Just Tixel Pits, Man’:
Disputing the ‘Reality’ of Virtual Reality
Pornography through the Story Completion
Method.” Conference on Human Factors
in Computing Systems - Proceedings
2017-May (May): 5439–51. https://doi
org/10.1145/3025453.3025762.

Issue: XR creates opportunities
for generated experiences and
high levels of user control that
may lead certain individuals
to choose virtual life over the
physical world, which has
clinical implications.
Background
We do not have an agreement on what humans
require for wellbeing and mental health. Do we
require interaction with the physical world? Or can
generated experiences be an outlet for those who
struggle in the real world? Should we always approach a user’s interaction with a system to help
them work on real-world problems, or is it okay
to let them get lost in the generated world? Some
negative examples to consider along these lines:
•

Immersion and escapism could become a
problem for people who tend to withdraw
into themselves, become antisocial, and want
to avoid the real world. This might have to
be dealt with differently depending on what
the withdrawal is based on—anxiety, abuse,
depression, etc.

Some positive examples to consider along these
lines: XR environments could be used as outlets
for people who may damage themselves, others,
or objects in the physical world:
•

XR environments could offer a soothing
atmosphere for disabled children and adults.
For example, they could offer experiences similar
to “stimming” (self-stimulating behaviors) and
provide relaxing music, noises, etc.
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•

•

There could be an increase in XR therapists
and counselors. Technology-based
meditations and mindfulness may also begin
to proliferate. This could take the form of
projecting therapists and patients who are far
apart into the same virtual space, projecting
multiple people into the same virtual space
for meetings. These methods could be used
to help people who may not be able to leave
the home. For example, therapists have held
group counseling sessions for autistic persons
inside of Second Life, reporting that group
members did better expressing themselves
when they had an avatar with which to
participate.
People with panic disorders and agoraphobia
could be provided treatment in XR
environments, providing therapists greater
control over patient stimuli and care.

Recommendation
While being conscious of the risk of increasing mental health issues through isolation, it is
important for technologists to assist research
into these new realities (XR) as a tool to increase
positive mental health.

Further Resources
•

•

Botella, Cristina, Helena Villa, Azucena GarciaPalacios, Soledad Quero, Rosa M. Banos,
and Mariano Alcaniz. 2004. “The Use of
VR in the Treatment of Panic Disorders and
Agoraphobia.” Studies in Health Technology
and Informatics 99: 73–90. https://doi.
org/10.3233/978-1-60750-943-1-73.
O’Brolcháin, Fiachra, Tim Jacquemard, David
Monaghan, Noel O’Connor, Peter Novitzky, and
Bert Gordijn. 2016. “The Convergence of Virtual

Reality and Social Networks: Threats to Privacy
and Autonomy.” Science and Engineering
Ethics 22 (1): 1–29. https://doi.org/10.1007/
s11948-014-9621-1.

Issue: Users may come to harm
unless they are provided with
the ability to exit immersive
XR environments at all times.
Background
Specific health side-effects of XR like simulator
sickness and acute, momentary paralysis
could leave a participant trapped inside an XR
experience. Furthermore, there are still unknown
effects of long-term XR immersion on cognitive
functions, proprioception, and developmental
epistemology.
Currently, proprietarily-developed XR technologies
lack coherent interoperability which creates
a highly-variable ecosystem comprised of
different headsets, experiences, and interfaces;
this fragmented and dynamic XR technological
ecosystem, therefore, lacks standardized input
control functions. Onboard functionality of
Head-Mounted Display (HMD) and gyroscopebased handset motion control sensors could be
leveraged to give users a way out.
A universal escape key (UEK)—similar to the
notion of a kill switch—should be incorporated into
all XR systems. This user-defined protocol would
be activated by the participant. A UEK ensures that
all levels of XR system design are compatible with
such a redundancy feature that allows the capacity
for participants to exit an immersive environment.

This work is licensed under a Creative Commons Attribution-NonCommercial 4.0 United States License.

14

The IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems

Extended Reality in A/IS

To ensure that all participants, regardless of
physical mobility, sensory perception ability, or
cognitive capacity, can access and utilize a UEK,
escape key system design should be multimodal,
comprised of text, audio, visual, haptic, and
gesture-based cues. Such a system should be
able to scale to other forms of input such as
brain-computer interfaces. Such a system could
be designed to scale to a designated neurological
impulse that creates an immersion-bypass
mechanism.

•

Phillips, Ashley. 2008. “Asperger’s Therapy Hits
Second Life” ABC News, January 15, 2008.
https://abcnews.go.com/Technology/OnCall/
story?id= 4133184&page=1.

•

Cahalane, Claudia. 2017. “8 Ways Virtual
Reality Could Transform the Lives of Disabled
People” Ability News February 20, 2017.
https://www.abilitynet.org.uk/news-blogs/8ways-virtual-reality-could-transform-livesdisabled-people.

Participants, however, should not be reliant on
XR UEK alone. On-boarding of XR participants
should facilitate a sense of self-determination
and individual agency that carries through all
subsequent steps of the XR experience to
ensure users are aware that escape functionality
of localized and episodic-specific experience
propagates through the global user experience/
user interface (UX/UI).

•

Lewis, Cody. 2018. “The Negative Side-Effects
of Virtual Reality” March 7, 2018. Resource
http://resourcemagonline.com/2018/03/thenegative-side-effects-of-virtual-reality/87052/.

•

Alatalo, Toni. 2011. “An Entity-Component
Model for Extensible Virtual Worlds.” IEEE
Internet Computing 15 (5): 30–37. https://
doi.org/10.1109/MIC.2011.82.

•

Arttu, T. 2018. “Effect of Visual Realism on
Cybersickness in Virtual Reality.” http://jultika.
oulu.fi/files/nbnfioulu-201802091218.pdf.

•

Chang, Eunhee, Injae Hwang, Hyeonjin Jeon,
Yeseul Chun, Hyun Taek Kim, and Changhoon
Park. 2013. “Effects of Rest Frames on
Cybersickness and Oscillatory Brain Activity.”
In 2013 International Winter Workshop
on Brain-Computer Interface, BCI 2013,
62–64. IEEE. https://doi.org/10.1109/IWWBCI.2013.6506631.

•

Cobb, Susan Valerie Gray. 1999.
“Measurement of Postural Stability Before and
After Immersion in a Virtual Environment.”
Applied Ergonomics 30 (1): 47–57. https://
doi.org/10.1016/S0003-6870(98)00038-6.

Recommendation
Further evaluation by independent experts is
needed to create additional guidelines, best
practices, and potential technical standards to
codify and propagate the concept of XR UEK
throughout the rapidly evolving technologies that
comprise XR. The process should be unobtrusive,
secure, and allow for the user to update
depending on content type.

Further Resources
•

Akiduki, Hironori, Suetaka Nishiike, Hiroshi
Watanabe, Katsunori Matsuoka, Takeshi
Kubo, and Noriaki Takeda. 2003. “VisualVestibular Conflict Induced by Virtual Reality
in Humans.” Neuroscience Letters 340 (3):
197–200. https://doi.org/10.1016/S03043940(03)00098-3.
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•

Davis, Simon, Keith Nesbitt, and Eugene
Nalivaiko. 2014. “Systematic Review of
Cybersickness.” In ACM International
Conference Proceeding Series,
02-03-December: 1–9. https://doi.
org/10.1145/2677758.2677780.

•

Long, Gerald M., Rosalie K. Ambler, and Fred
E. Guedry. 1975. “Relationship between
Perceptual Style and Reactivity to Motion.”
Journal of Applied Psychology 60 (5):
599–605. https://doi.org/10.1037/00219010.60.5.599.

•

DiZio, P., and J. R. Lackner. 1997.
“Circumventing Side Effects of Immersive
Virtual Environments.” In Advances in Human
Factors/Ergonomics, 21:893–96.

•

•

Golding, John F. 1998. “Motion Sickness
Susceptibility Questionnaire Revised
and Its Relationship to Other Forms of
Sickness.” Brain Research Bulletin 47 (5):
507–16. https://doi.org/10.1016/S03619230(98)00091-4.

Madary, Michael, and Thomas K. Metzinger.
2016. “Real Virtuality: A Code of Ethical
Conduct. Recommendations for Good
Scientific Practice and The Consumers
of VR-Technology.” Frontiers Robotics AI
3 (FEB): 1–23. https://doi.org/10.3389/
frobt.2016.00003.

•

Milgram, Paul, and Fumio Kishimo. 1994. “A
Taxonomy of Mixed Reality.” IEICE Transactions
on Information and Systems 77 (12): 1321–29.

•

Ohyama, Seizo, Suetaka Nishiike, Hiroshi
Watanabe, Katsunori Matsuoka, Hironori
Akizuki, Noriaki Takeda, and Tamotsu Harada.
2007. “Autonomic Responses during Motion
Sickness Induced by Virtual Reality.” Auris
Nasus Larynx 34 (3): 303–6. https://doi.
org/10.1016/j.anl.2007.01.002.

•

Riccio, Gary E., and Thomas A. Stoffregen.
1991. “An Ecological Theory of Motion
Sickness and Postural Instability.” Ecological
Psychology 3 (3): 195–240. https://doi.
org/10.1207/s15326969eco0303_2.

•

Schmitt, Frederick F. 2004. “Epistemology
and Cognitive Science.” In Handbook of
Epistemology, edited by I. Niiniluoto, Matti
Sintonen, and Jan Wolenski, 1st ed., 841–918.
Dordrecht: Springer Netherlands. https://doi.
org/10.1007/978-1-4020-1986-9_24.

•

•

•

Keshavarz, Behrang. 2016. “Exploring
Behavioral Methods to Reduce Visually
Induced Motion Sickness in Virtual
Environments.” In Lecture Notes in Computer
Science. Virtual, Augmented and Mixed
Reality. VAMR 2016, edited by Stephanie
Lackey and Randall Shumaker, 9740:147–55.
Cham: Springer. https://doi.org/10.1007/9783-319-39907-2_14.
Keshavarz, Behrang, Bernhard E. Riecke,
Lawrence J. Hettinger, and Jennifer L. Campos.
2015. “Vection and Visually Induced Motion
Sickness: How Are They Related? ” Frontiers
in Psychology 6 (472): 1–11. https://doi.
org/10.3389/fpsyg.2015.00472.
Kim, Monica. 2015. “The Good and the Bad
of Escaping to Virtual Reality.” The Atlantic,
February 18, 2015. https://www.theatlantic.
com/health/archive/2015/02/the-good-andthe-bad-of-escaping-to-virtual-reality/385134/.
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•

Vila, J., B. Beccue, and S. Anandikar. 2003.
“The Gender Factor in Virtual Reality
Navigation and Wayfinding.” In Proceedings
of the 36th Annual Hawaii International
Conference on System Sciences, HICSS
2003. IEEE. https://doi.org/10.1109/
HICSS.2003.1174239.

•

YouTube. 2019. “Violent and Shocking
Content in Ads.” YouTube Help. 2019.
https://support.google.com/youtube/
answer/6362085?hl= en.

•

Yuan, Ye, and Anthony Steed. 2010. “Is the
Rubber Hand Illusion Induced by Immersive
Virtual Reality? ” In Proceedings - IEEE Virtual
Reality, 95–102. https://doi.org/10.1109/
VR.2010.5444807.
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Section 3—Education and Training
XR in training/operations can be an effective
learning tool but may alter workplace relationships
and the nature of work in general. XR is already
having an impact in training, operations, and
production. The capabilities of just-in-time
knowledge, coaching, and monitoring suggests
the promise of increased safety and productivity.
But how will these technologies change the
workplace, alter career trajectories, and
impact and influence what, how, and why
we educate people?
In addition, the definition of workplace may
radically change. Remote operation and
increased telepresence capabilities, combined
with interactive A/IS enabling always-available
expertise, increase the likelihood of collaborative
workspaces that are entirely virtual and not
necessarily synchronous.
There may be value in using immersive
technologies in education and training. That which
is experiential can provide sustainable learning in
the long term. In addition, this technology could
be one element in lifelong learning and assist the
ability to adapt to changing job markets.

Issue: Labor regulations are not
in place to protect those who
carry out work in the XR space,
and as such, the mental or
physical well-being of workers
may be adversely affected during
the onset and ongoing existence
of automation-oriented,
immersive systems.
Background
In many workplace environments, humans
share spaces and tasks with automated systems
(e.g., robots and/or A/IS algorithms). As these
relationships increase, there may be increased
pressure on more humans to team with these
systems. There are myriad issues entangled in
human-machine teaming including A/IS design,
human-system interface (command and control),
enabling better situational awareness (sensing
and understanding), and enabling trust between
humans and machines.
XR can play a large part in these solutions, but
good immersive interfaces and experiences
remain largely elusive. Adding more data and
more sensors is often seen as the solution, and
yet increasing information does not improve
human performance.
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XR technologies also give rise to a new level
of automation, where specialized content
and services, like piano lessons, personalized
assistance, plant assembly lines quality control
and support, or even tourism guidance, could
be consumed at any given time and place. This
could bring better-customized services into
our lives at a lower cost and higher availability,
but with it comes unpriced externalities.
The virtualization of labor, therefore, is likely
to negatively impact a broad class of jobs
irrespective of geographic location.
Beyond revolutionizing the labor capital that is
needed in a physical location, XR ecosystems
will also bring about a new space to be
regulated, moderated, and policed. The content
review of the happenings within extended
reality environments constitutes the need for
human labor in the form of lawyers and other
professional experts. As with social media
content moderation, lawyers and reviewers
will be required to best interpret platform
terms of service and to develop and adhere
to national legislation.

Recommendation
•

Human factors need to be front-and-center
throughout the design and testing process,
particularly with regard not only to efficacy
of the task execution but also possible
deleterious effects on the human, both
physical and psychological. Age, psychological
state, and other demographic data should
be considered for use cases and backed by
research rather than ad hoc determinations.

•

Governments should consider the need to
keep a close watch over the automation of
personalized services through technology
and offer alternative education and training
to professionals in fields that are expected
to be affected.

•

Governments should consider the need to
create new research-based labor protections
to protect those who may be exposed to
graphic or other forms of harmful content.
As leading tech companies (many of which
have made forays into the XR space) have
outsourced content review labor to the Global
South, it becomes increasingly important for
all governments to take a proactive stance to
support the mental well-being of their citizens.

Further Resources
•

Hern, Alex. 2019. “Revealed: Catastrophic
Effects of Working as a Facebook Moderator.”
The Guardian, September 17, 2019. https://
www.theguardian.com/technology/2019/
sep/17/revealed-catastrophic-effects-workingfacebook-moderator.

•

Silicon Republic, 2019. “3 ways extended
reality can help your employees”. June 3,
2019. https://www.siliconrepublic.com/
advice/xr-extended-reality-employee-training.

•

Madary, Michael, and Thomas K. Metzinger.
2016. “Real Virtuality: A Code of Ethical
Conduct. Recommendations for Good
Scientific Practice and the Consumers of
VR-Technology.” Frontiers Robotics AI 3
(February): 1–23. https://doi.org/10.3389/
frobt.2016.00003.

This work is licensed under a Creative Commons Attribution-NonCommercial 4.0 United States License.

19

The IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems

Extended Reality in A/IS

•

Noble, Safiya Umoja, and Brendesha M.
Tynes. 2016. “Chapter Eight: Commercial
Content Moderation: Digital Laborers’ Dirty
Work.” The Intersectional Internet. https://doi.
org/10.3726/978-1-4539-1717-6/19.

•

Roberts, Sarah. 2016. “Digital Refuse:
Canadian Garbage, Commercial Content
Moderation and the Global Circulation
of Social Media’s Waste.” Wi: Journal of
Mobile Media.

•

Pellerin, Cheryl. 2015. “Work: Human-Machine
Teaming Represents Defense Technology
Future.” 2015. https://www.defense.gov/
News/Article/Article/628154/work-humanmachine-teaming-represents-defensetechnology-future/.

•

Stone, Peter et al. 2016. “Artificial Intelligence
and Life in 2030.” One Hundred Year Study
on Artificial Intelligence: Report of the
2015-2016 Study Panel. Stanford.
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Section 4—The Arts
Throughout history, the arts have been a
means for human expression and often healthy
escapism, as well as for social and political
commentary. The imminent arrival of culturally
pervasive XR technologies has the potential to
dramatically impact and permanently alter the
methods and tools by which artists (in all media)
work. For example, A/IS frameworks used to
generate artwork are becoming more accessible,
which raises questions of the role of the human
artist and ethical issues of authorship and creative
rights. Problematizing the concepts of author and
artist with regard to created works is not new in
the humanities or the legal domains. However,
with the rise of A/IS and the unsettled legal and
collaborative standing of non-human actors,
these concepts take on entirely new dimensions
in the creative process. Additionally, as XR
technologies will provide increasingly pervasive
media through which to generate and view art,
there exists the possibility of invisible algorithmic
suppression of creative objects and ideas. In light
of these issues, how can humanity best approach
the interdisciplinary and cross-cultural impacts
that the new XR artistic paradigms will offer?

Issue: When expressed in this
new XR modality, there exists the
possibility for certain types of art
forms and/or creative ideas to be
algorithmically suppressed.
Background
XR presents unique opportunities for developers,
artists, and storytellers to both build upon and
challenge existing modes of content creation,
while helping to forge original tools and
methodologies in the realization of new artistic
media. VR and immersive 360-degree video
borrow narrative and artistic techniques from
their gaming, theater, cinema, and architecture
antecedents; however, these media also present
occasions for developers to fashion innovative
modes of, for example, editing, point-of-view,
and sound.
Using many of the current creative tools while
inventing new ones, XR provides a way to use
public spaces as a canvas for meaningful cultural
exchange and, in doing so, affords the user
a fresh way of seeing such spaces as a more
open and democratic media environment. AR,
in particular, presents a unique medium through
which to both create and view art. In contrast to
earlier artistic mediums not linked to the Internet
and the Cloud, AR hardware will present an
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always-on lens through which, for example, a
city becomes the canvas for digital art. Viewed
through AR, digital art can become a pervasive
part of human experience and potentially
subject to opaque algorithmic suppression and
censorship.
In an environment of transparency and policy
protections, the creative community writ large
can leverage XR as an instrument of new media
content creation, public media production, and
artistic expression, which could result in a freer,
more effective use of public space, as well as
a more imaginative exchange of ideas between
citizens. Cultural heritage sites, museums,
galleries, and increasingly, digital cultural
infrastructures make use of XR, serving as
an important gateway for global citizens to
engage art.
However, as XR technologies will provide
increasingly pervasive media through which
to create, view, and interact with art, there exists
the possibility of opaque algorithmic suppression
of creative objects and ideas.

Recommendation
The effect of regulation with regard to industry
impact, effectiveness of algorithms specifically
designed to avoid bias, and the efficacy of the
algorithmic transparency in the public’s adoption
of Machine Learning supported XR technologies
should be researched and evaluated to avoid
artistic suppression. Evaluation results should
then be converted into actionable work with, for
example, the UN’s Advisory Council and other
impactful policy-making entities.

Issue: The widespread
accessibility of A/IS frameworks
as collaborative tools for artists
within XR environments obscures
the lines between human and
non-human agents as discrete
creative entities and complicates
issues of creative ownership and
intellectual property.
Background
A/IS frameworks used to generate artwork are
becoming more accessible, which raises questions
of the role of the human artist and ethical issues
of authorship and creative rights. The philosophical
debate around the concepts of author and artist
with regard to created works is not a new one in
the humanities or the legal world. However, these
concepts take on entirely new dimensions when
infusing the discussion with the role of
A/IS agents in new creative processes that will
be deeply embedded into XR tools. The removal
of physical geography in XR applications can add
new layers of complexity with regard to how
copyright and Internet Protocol (IP) protections
are established. The interaction of algorithms,
machines, and humans in XR environments further
complicate attribution splits for IP (where, for
example, the work of an architect for a physical
structure or the owners of a building should be
considered in terms of IP issues along with those
creating art in immersive layers). For example,
AR content overlays on existing physical buildings
combines multiple layers of art/content that can
be algorithmically curated and generated from
multiple sources and artists.
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Recommendation
Research methods to inform the development
and refinement of creative copyright should
be embedded within physical and virtual
environments that reflect original rights or
ownership to validate, recognize, and remunerate
artists for original work. In addition to research,
new forms of copyright will need to be conceived
and codified that are more appropriate for the
highly collaborative, intermedia, and virtual
environments within which many of these
works will be created.

•

Lanier, Jaron. 2017. Dawn of the New
Everything: Encounters with Reality and
Virtual Reality. Henry Holt and Co.

•

Li, Tiffany. 2019. Beyond Intermediary Liability:
The future of information platforms.” Law.
yale.edu. https://law.yale.edu/sites/default/
files/area/center/isp/documents/beyond_
intermediary_liability_-_workshop_report.pdf.
Accessed October 14, 2019.

•

Morey, Sean. 2016. Augmented Reality:
Innovative Perspectives across Art, Industry,
and Academia. Edited by John Tinnell.
Anderson, SC: Parlor Press.

Further Resources
•

Baudrillard, Jean. 1983. Simulations.
Translated by Paul Foss, Paul Patton, and Philip
Beitchman. USA: Semiotext(e).

•

Pedersen, Isabel. 2013. Ready to Wear : A
Rhetoric of Wearable Computers and RealityShifting Media. Anderson, SC: Parlor Press.

•

Cartiere, Cameron, and Martin Zebracki, eds.
2016. The Everyday Practice of Public Art: Art,
Space, and Social Inclusion. 1st ed. New York:
Routledge.

•

•

Geroimenko, Vladimir, ed. 2014. Augmented
Reality Art: From an Emerging Technology
to a Novel Creative Medium. 1st ed. Cham,
Switzerland: Springer International Publishing.
https://doi.org/10.1007/978-3-319-06203-7.

Pedersen, Isabel, Nathan Gale, Pejman MirzaBabaei, and Samantha Reid. 2017. “More than
Meets the Eye: The Benefits of Augmented
Reality and Holographic Displays for Digital
Cultural Heritage.” Journal on Computing
and Cultural Heritage 10 (2).
https://doi.org/10.1145/3051480.

•

Rabinow, Paul, ed. 1984. “Disciplines and
Sciences of the Individual : Space, Knowledge,
and Power.” In The Foucault Reader, First Edit,
239–57. New York: Pantheon Books.

•

Goodman, Bryce, and Seth Flaxman. 2017.
“European Union Regulations on Algorithmic
Decision Making and a ‘Right to Explanation.’”
AI Magazine 38 (3): 50–57.

•

Grau, Oliver. 2003. Virtual Art : From Illusion
to Immersion. Translated by Gloria Custance.
Cambridge, Massachusetts: The MIT Press.
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Section 5—Privacy, Access, and Control
While concerns over personal data access abound
within existing environments, the nature of the
imminent pervasive and immersive landscapes
of XR provides unique challenges regarding the
nature of user identity and control, as well as new
requirements for access and accessibility.

Issue: The nature of XR
environments fosters unique
legal and ethical challenges
that can directly affect user’s
privacy, identity, and rights.
Society will need to rethink
notions of privacy, accessibility,
and governance across public
and private spaces. New laws
or regulations regarding data
ownership, free use, universal
access, and adaptive accessibility
within XR environments may
need to be developed.

Background
XR’s potential for persistent, ubiquitous recording
could undermine the reasonable expectation
of privacy that undergirds privacy law doctrine
in many jurisdictions. Like other emerging
technologies, it may force society to rethink
nuances of the manifestation of privacy in public.
Furthermore, the mobility of XR devices and
systems, in particular, exacerbates challenges
to privacy in spaces, such as the home, that in
many regions of the world have traditionally been
subject to the strongest privacy protections.
Conversely, XR creates new accessibility
requirements. For example, in many
jurisdictions, a visually impaired person wearing
a computerized visual aid cannot legally be
excluded from any place that is ordinarily
open to the public. In this sense, commercial
establishments may be required to allow and
admit wearable cameras into their premises.
Moreover, with the proliferation of surveillance
(oversight), there is also a need for sousveillance
(undersight). Establishments that use surveillance
but prohibit sousveillance are self-serving,
simultaneously watching and concealing. This
creates a derogatory and hypocritical dynamic
between the establishment and user. In this
way, XR can represent a healthy transition from
a surveillance society (where only cars and
buildings are allowed to “wear” cameras) to a
“veillance society” where outside in surveillance,
and inside out veillance co-exist.
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Ubiquitous recording will challenge expectations
of privacy and veillance both in public and private
spaces. Excessive storage and data logging will
inevitably create a target for law enforcement.
The personalized consumption of controversial
immersive content could pose challenges
for effective public oversight + undersight
(sousveillance) and erode the distinction
between what is real and what is permissible.
The ability of A/IS paired with XR to match
disparate data sets will challenge a bystander’s
ability to control her/his public image. For
example, an AR application that matches publicly
available information with facial recognition
will strip bystanders of anonymity without
their consent.
This prompts the question of data ownership,
access, and the level of control individuals have
over personally identifying information when
integrating these pervasive technologies into our
lives. Users should have clear assurances that
their virtual and physical identities can and will
be protected within such virtual worlds. This
applies to the accidental collection of data by
XR systems to better customize the experiences
and technology.
XR applications should be secured against
tampering, but at the same time must remain
open, e.g., so that users with special needs
are free to modify systems to suit their needs.
Open-source materials provide key resources
for an inclusive scientific society. As technology
mediates the way users view their surroundings,
cybersecurity and cyber-accessibility are both
vital. Unsecured applications not only leave data
vulnerable but create the possibility of digital

assault or false light, that is, to take an individual’s
personal data, and share or use it in a way that
is harmful or misleading. Conversely, excessive
security can be problematic with regard to
accessibility and the right to repair and the
right to modify one’s own property.
Consider a scenario (akin to identity theft as
experienced via the loss of a credit card) in which
a witness inside of an immersive environment
(whether said environment is AR or VR) observes
a photorealistic avatar commit a crime but the
avatar is depicted (cloaked) as an altogether
different person (or persons) rather than who
they really are. In that case, only an identitymanagement system would know who the true
perpetrator is (meaning the human individual
located in physical space subject to local laws).
Under such circumstances, what will happen
to the perpetrators of the crime, and what
constitutes probable cause, reasonable search,
and seizure? What happens to the person whose
identity was falsely displayed within XR, and
how do they clear their name and likeness?
What access to identity-management software,
recordings, and databases should each of these
constituencies, their legal representatives, and
law enforcement have?
As XR platforms become the gateway to certain
pieces of information, developers should consider
the discriminatory effects of placing information
behind that gateway, especially since the display
of incomplete information is a form of misuse
that can lead to discrimination. If some vital piece
of information is only available via XR, or only
available to a particular XR sandbox, some people
will inevitably be locked out of that information
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[of course, this criticism could apply to any
communications technology, so the solution may
be opportunities for public access (e.g., libraries)
rather than design].
Equally important is barrier-free XR, to avoid
ableist design while opening up the world of
XR to as many people as possible regardless of
physical impairments to sensory perceptions.
XR experiences should include secondary
accessibility options for content access like
closed captioning, hi-contrast color balance,
and narration options.
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