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The TCP sliding window protocol:

▪ Sending Window:

The Sending Window keeps book of all transmissions and 
allows for:

- Parallel transmission of all segments within the Window

→ Maximize throughput

- Flow/Congestion control by limiting the size of the 
Window to minimum of Receive/Congestion Window.

→ Prevent sender from overwhelming receiver/network

▪ Acknowledgement and Retransmissions:

ACKs may be kept back upon reception of in-order packet:

- Sender has a timer for each unACK’ed packet:

→ RTO-Timeout: resend oldest unACK’ed packet base

- Out-of-Order reception(s) trigger Quick-ACK/ DUP-ACK:

→ 3 DUP-ACKs: Fast Retransmit of base

→ NOTE: (DUP-)ACKs are hinting towards packet loss

A SHORT RECAP OF TCP-TUNING AND THE PROBLEM STATEMENT.

RECAP OF THE TCP SLIDING WINDOW PROTOCOL.

base nextseq

ACK‘ed

Sent& 
unAck’ed

Useable

N/ASliding window of sending TCP
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A SHORT RECAP OF TCP-TUNING AND THE PROBLEM STATEMENT.

RECAP TCP-TUNING AND THE UNRESOLVED PROBLEM.

Recap:

▪ …We showed optimization measures that 
improve the general system performance, like

- RTO_min tuning

- Enabling Fast Retransmission

- Traffic shaping/preconditioning

The unresolved issue:

▪ Not all embedded stacks are supporting Out-of-
Order (OoO-) queuing, i.e.:

Receivers that are not supporting OoO
queuing are dropping OoO segments,

rendering optimization measures inefficient. 

Drop

When OoO-queuing is not supported, any packet loss will inevitably result in loss chains from which                                  
the system can hardly recover.
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A SHORT RECAP OF TCP-TUNING AND THE PROBLEM STATEMENT.

SYSTEM CONSTRAINTS AND THE NEW APPROACH.

Couldn’t powerful ECUs identify ECUs w/o OoO Support and adopt the re-transmission scheme to overcome 
shortcomings from missing OoO Support?

Constraints & Assumptions:

▪ The in-vehicle network preserves the packet-ordering 

▪ “Powerful ECUs” are supporting OoO-queuing 

▪ “Resource-constrained ECUs” (with (w/) or without (w/o) 
OoO Support) don’t have many TCP connections.

▪ TCP connections of resource-constrained ECUs are mostly 
asymmetrically utilized, i.e.:

- Resource-constrained ECUs are mainly receiving data via 
TCP from powerful ECUs upon flashing

- Resource-constrained ECUs don’t show issues upon 
sending data via TCP

ECU w/
OoO

ECU w/o
OoO
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Sender

THE TCP RETRANSMISSION CONTROL ALGORITHM.

CLOSING THE GAP WE KNOW.

OoO-queuing is not supported, if none of the retransmission could be used to close a known gap.

Transport Layer

App

Socket

base nextseq

1 2 3 4

last

N/A

⋯

ACK‘ed

Network

TCP
tx buffer

TCP
rx buffer3 2

Inflight

1

Possible situation at the receiver:

Gap

1 2 3 → DUP-ACKs from 2 & 34

1 2 3 → (DUP-)ACK from 24

1 2 3 → (DUP-)ACK from 34
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THE TCP RETRANSMISSION CONTROL ALGORITHM.

THE MODE-DEPENDENT CONTROL ALGORITHM.

If OoO-queuing is not supported, retransmission chains are broken by doing Go-Back-N retransmissions.

OoO-Monitoring:
retransmit(base)

RTO-Timeout ||   
3 Dup ACK:

SACK

OoOSup = FALSE:

Free InflightWin

No-OoO Mode:
retransmit(bulk)

DUP-ACK received:

Freeze InflightWin:
baseDup = base

ByInFlight = 

nextSeg – baseDup

OoOSup = TRUE:

Free InflightWin

SACK

When entering No-OoO:

   nextSeg = base

for Go-Back-N retransmissions

For any retransmissions in 

[baseDup, baseDup + ByInFlight]

  if Seg.ACK > ret + ret.length

     OoOSup = TRUE

  else

     OoOSuP = FALSE

OoO-Mode: 
retransmit(base)

nextseqbase

…

InflightWin

< Sending Window
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OoO-
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OoO-
Monitoring

2 3 4 1 2 3 4 1 2 3 4 1 2 3 4

1 2 3 4 1 2 3 4 1 2 3 4
DUP-ACK due to arrival of      

2 and/or 3

ret of 1

Case 1 Case 2 Case 3TX

OoO-Mode

ACK for 1

RX

EXAMPLE SCENARIOS AND RECOVERY.
WITHOUT OUT-OF-ORDER SUPPORT.

⋮

1

ret of 2

1 2 3 4

ACK for 2

OoO not supported
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Retransmission successful      
due to CUM-ACK

Before 
Collapsing

4 5 6 7

base next_seg

4 5 6 7

OoO not supported

Collapse the Sending Window

4 5 6 7

next_seg = base

4 6 75

After 
Collapsing

Go-Back-N

EXAMPLE SCENARIOS AND RECOVERY.
BULK RETRANSMISSION.

Non-OoO
Mode

OoO-Mon

TX RX

Sym. Legend

ACK-ed Packet

Retransmission

Inflight Packet

Lost Packet

Discarded Packet
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OoO.Sup = FALSE, Retrans-Algo = TRUE

OoO.Sup = TRUE, Retrans-Algo = TRUE
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DISCUSSION ON MEASUREMENT RESULTS.
ANALYZING TCP KPIs: THROUGHPUT.

Algo does not harm throughput in presence of mediocre loss rate of 1/200 but rather boost performance.

OoO.Sup = TRUE, Retrans-Algo = FALSE

OoO.Sup = FALSE, Retrans-Algo = FALSE
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DISCUSSION ON MEASUREMENT RESULTS.
ANALYZING TCP KPIs: THROUGHPUT.

Retransmission Algo can improve performance, but compromises on bandwidth with increasing loss rate, as 
transmissions that should have been (at least partly) successful are repeated.

Test-Run OoO Support Retrans-Algo Byte Count Transfer Time #Retransmissions

1 TRUE OFF 1502498 0.363162 6

2 TRUE ON 1501778 0.371058 6

3 FALSE ON 1500175 1.819612 ~RcvWin*6 (191)

4 FALSE OFF 1501333 4.207447
~all packets after 

the loss (834-1034)

▪ Benchmark by “file transfer” use case 

▪ In presence of OoO Support average RTT is not impaired 

▪ Number of retransmissions are reduced by breaking up retransmission chains 
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SUMMARY AND PROSPECTS.

THE TCP RETRANSMISSION CONTROL.

TCP Retransmission Control is augmenting TCP Congestion Control.

TCP Retransmission Control detects remote TCP implementations without OoO Support.

TCP Retransmission Control support two modes and adjusts its operation mode to 
allow for recovery, while avoiding unnecessary retransmission of OoO segments.

TCP Retransmission Control can increase efficiency in absence of OoO Support but may 
lead to unacceptable „bulk retransmission“ storms.

TCP Retransmission Control cannot outperform TCP with OoO Support.

Use TCP with OoO Support, if possible!
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