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MACsec Key Agreement (MKA)
Key Agreement Sequence
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Automotive MKA
Optimizations

Pre-Selected Key Server

Immediate Responses
and Reset Detection

Hello Time Ramp Up

Offentlich C-SCO
2025 Ethernet & IP @ Automotive Technology Day

OPEN

ALLIANCE

Automotive MKA Specification

Automotive MKA Specification for Automotive
Ethernet and MACsec

Version 1.0

Date 26.02.2025
Status Final
Restriction Level Public

WO © BoscH




Timing Evaluation

Raspberry Pi Demonstrator
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Timing Evaluation

Raspberry Pi Demonstrator: First measurements

= Running time of MKA (time to key o
agreement) measured 4.0
— from first message of last node
— to final SAK Use of client
= wpa_supplicant showed some outliers (0) <
=
= Lower and higher quartile indicated by box L5 A
= Median indicated by orange bar 10 A
0.5
0.0
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Timing Evaluation
Raspberry Pi Demonstrator: Observations

Key server starts first Key server starts second
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Hypothesis: time to key agreement differs, depending on the starting offset.
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Timing Evaluation

Expected key agreement time differences with Autosar SW Arch

(Key server)
Alice

Message handlers are called
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Cyclic processing of messages in Autosar
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Simulation
MKA Plugin Parameters

( PEGaSE

@ Frame processing time: ~1ms
Key Install Delay: ~400us

@ Start Offset: 0 to 100ms

° Sample Size: 1000 runs
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Message Processing Cycle
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20ms
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Simulation
Time until SC is enabled for different cycle time

1ms 2ms 3ms 4ms 5ms 6ms 7ms 8ms I9ms 10ms
70ms A
60ms
50mMs - y

SC Enable Time

Startup Difference Server-Client
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SC Enable Time

Simulation

Time until SC is enabled for 5ms and 10ms cycle time
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Experimental Setup
Test Environment
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SC Enable Time

Experimental Setup

Overview
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Experimental Setup
5ms and 10ms cycle
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SC Enable Time

Comparison — Simulation vs Experimental

10ms Cycle, Differing Processing Time
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Comparison — Simulation vs Experimental
3ms Processing Time
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Summary

Conclusion
= Reaching 30ms in general difficult to achieve =4
: Key Server o E
= Fastest key agreement time happens, when ,(Alize ver) 3= Bob @E]
key server starts late I I KIS U e ]

d s Start offset Hinkis up-g offset{

— Unintuitively S }Hello
= Hello time does not matter in default cases e——o—. $ = 2 | | ramp up
= Small variance in start up offset can response Hello ramp up message

. g ) ) ineffective, due to
significantly influence time to key agreement immediate response

= Cycle times need to be very small or IRQ-based
— >5ms not reliably fast enough
= Processing time important as well

————— ———— e —

Should we look into no-rekeying solutions from 10BASE-T1S for switched Ethernet as well?
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Thank you for your attention!
Questions?

“Secure, or not secure,
that is the question”

—freely adapted from Hamlet
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