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1. SDN

THE ART OF MANAGING
NETWORK CONFIGURATION & ENGINEERING




STATE OF THE ART OF IN-VEHICLE NETWORKS CONFIGURATIONS

= No Software Defined Networking

= Engineered networks, network configurations statically managed
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- What happens if need change fast over time?
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SOFTWARE DEFINED NETWORKING (SDN)

In SDN architecture, control plane is decoupled from data plane,
= allowing network administrators to dynamically manage network resources
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SDN Agent : applies Network Configuration

Resources for calculating & deploying data plane configuration

— Can these concepts be applied to In-Vehicle Networks?
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IS SDN THE MISSING LINK TO SDV?

In the IT and Telecom industry:
= Networks are dynamically reconfigured using SDN

= When new applications are deployed,
= QoS is preserved through real-time, automatic updates

In the automotive industry:
= Networks rely on static configurations.

=  When new applications are introduced
— QoS is ensured through pre-calculated &validated setups

Challenges for automotive SDN adoption:
= Limited embedded resources

= Strict latency bounds
= Functional safety requirements
= Cybersecurity concerns

= Which use-cases will leverage an Automotive SDN standard?
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2. AMPERE

SDN USE-CASES
SHORT & LONG TERM




QoS : Quality of Service
SDN : Software Defined Networking

SDV : Software Defined Vehicle v
S O M E S D N U S E - C A S E S TC : Technical Committee "

SDV by SDN
= Advanced SDN controller & agent

AMPERE

SDV with limited SDN = Optimized algorithms
= Basic SDN controller & agent
= Limited algorithms Dynamic
) i network configurations
SDV without SDN Explosion of - Dynamic Use_gases AT
static network configurations *  Unlimited upgrades
Multiplication of = For run-time, diagnosis, debug
static network configurations = For new features, cyber, safe-modes = Application QoS needs in standard format S
=  For run-time, diagnosis, debug = Network confs. in standard format g :
= Application QoS needs in pre-standard format (switches, gateways, controllers) 5 =
= Application QoS needs in proprietary format TS
= Global switch upgrade workflow = Global network upgrade workflow
= Network devices updated individually —> based in OPEN Alliance TC19 —> based in OPEN Alliance TCxx?
= Rollbacks done per network device = Ethernet backbone rollbacks possible = Global network rollbacks possible
= Limited QoS monitoring = Ethernet backbone QoS Monitoring = Global network QoS Monitoring
= Static config swap while car is stopped = Run-time static config swap = Run-time dynamic config calculation

e U U & g

Today Tomorrow Future

= Which use-cases can leverage an Automotive SDN standard? s



ARC DE TRIOMPHE, WORST CASE FOR ADAS PERCEPTION Xy

MYTH OR REALITY? RS
Accidents not covered by insurances.

y 12 converging avenues
LR e N 70,000 vehicles/day
e No lane markings
Traffic flows from all directions
Tens of targets to be computed
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Worst-case scenario for network engineers

Extreme low latency needed
Massive sensors data rate

10ms
Needs < Ao

9Mbit data :> {cgo:} :> % 90% Latency  Budget
Network % 100Mbps (] 9% Througput Budget
Ressources C] backbone Simulation

\ - What happens if network is designed only for Worst Case Scenario? )




AR : Augmented Reality
SDN : Software Defined Networking

ARC DE TRIOMPHE USE CASE, WITH OR WITHOUT SDN SORswrOfFroduton @
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Without SDN
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@ With limited SDN Network conf found ©

If Quiet Area Bus Load >  60%latency budget OK

High Res « AR » Scenic View OK
: o + = OK
Basic SDN = QoS monitoring [> {§}
Controller

= Are we in Quiet or Busy Area? {oF i Busy Area Bus Load >  Network conf not found &
= Apply pre-calculated network confs Simple _ 110% latency budget trespassed
PRIY P Arithmetics + = NOK High Res « AR » Scenic View NOK

- Can we find a solution with full SDN? 10



Harmonization: From Application Needs
to Runtime Resources |
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Harmonization: From Application Needs to Runtime Resources
In-Vehicle Networking State-of-the-Art N I ot Nt Qs USRS o, an ok

Image adapted from link

IVN-Engineer

| '
“riet Z

. IVN SD

Heterogeneous~ Excel-based
networks toolchain

Unclear QoS
requirements

Current PMT imposes a challenge to find the right equilibrium for a proper IVN design
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Harmonization: From Application Needs to Runtime Resources

From Service Level Agreement to Traffic Contracts e e five networks
Logical Architecture Manifests: Contain metadata, configuration, and
=7 Logical data A - § essential information about resources, components, or
HAeHon g reton services. Can be used for:

SRR CETEEEI (e EETE Requirements and Logical Architecture:

=~ Service level agreements, including performance and
— quality attributes.

Software Components Architecture:
SW implementation, describing interfaces, configurations
dependencies, dependability, and deployment.

Runtime Architecture’:
E/E architecture implementation, describing the system
and communication interfaces.

nd
Xm/ = Middleware: How application data is packed and
= exchanged between distributed services.

) e
Interface provider Interface consumer

software data A o data A software
component A “Jiamms 7 component B

Runtime Architecture

— Eth
/End-Node [LJ\ — ltracomm. /End-Node [J
application A </ >

—p Data flow

application B </ >

18 —

One-way TSN stream

= TSN talker/listener: Cross network transmission of
&l data in a TSN stream according to a Traffic Contract.

W TSN listener . " Transfer delay: Transverse time model of a TSN
stream from talker to listener.

” Network-Node(s) ”

Manifests harmonization can close the gap between networking engineering and other cross-cutting domain concerns

' The interfaces presented are solely for explanation

and can vary from system to system. eTANAS BOSCH
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SDV to SDN: Connecting the dots
Automotive SDN Interfaces

SDN: Software Defined Network

SDV: Software Defined Vehicle

TSN: Time Sensitive Networks

YANG: YANG Data Modeling Language
TSPEC: Traffic Specification;

QSPEC: Quality Specification

End-Node E["_]

.

/End-Node

Vehicle offboard L;“[\ Network (i | e SDN building blocks
AR Ensineering! =[] — [igconin D Traffic Contract
& _ 5 --- Logical connection ©) (@ TSPEC+[RQSPEC)
- . YANG data model
Vehicle onboard {= <

SDN agent
SDN controller

[ ]
B TSN listener e?

.10 —

One-way TSN stream

. SDN client

SDN interfaces

@ Southbound interface
(NETCONF,CORECONF)

@ Engineering interface

Northbound interface

The usage of automotive SDN is a main enabler to unleash SDV innovations,

but managing the network is only one side, what about the computation side?

TConsists in processes like: Planning, Design,

‘] 5 R. Gonzalez de Oliveira, J, Villanueva, F. Wagner, and X. Li | 2025 Ethernet & IP @ Automotive TechDay | 15-16.10.2025 V&V, Config, Management, and Operation.
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https://datatracker.ietf.org/doc/html/rfc7950

SDV to SDN: Connecting the dots T e ot L i o g
Computation and Networking: Admission and Resources Management

. z SDN building blocks
Vehicle offboard C““, Q“- Network ([m — Ethemet =
; : e EIIRCOMT B Traffic Contract . icati
Engineering’ =4 > Dafow e 2 (BTSPEC+ @IQSPEC) ”S DV Controller: aﬁ Application SLA

e = Application Admission Control Traffic Specification

Vehicle onboard E;;j SDN e . .
F = Application Resource Management Quality Specification

SDN controller
SDN client

SDN interfaces
outhbound interface i
(SNETtCONF-COF‘tECONFJ application A </ > EE application B </ >
@ Engineering interface d
OMTSN_S’MM Northbound interface
k ” J
- ! middleware 4 middleware 4
<[>
]
New application I TSN talker }9) HE \ TSN listener —)?
< /> Request = )
D SDN Controller Middleware
[ Resogrc.es tL.Jsage Running vehicle = Network Admission Control = Connects A-SLA to TSPEC/QSPEC
optimization

Update application = Network Resource Management » Local Compute Resource Management

A proper connection between network and computation resources management is essential to achieve

deterministic automotive distributed systems, closing the gap between SDV and SDN
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Implementation Example




IVN: in-Vehicle Network; TSN: Time Sensitive Networks;

implementation Exampe
Architecture and Communication

IVN Topology Applications and TSN streams
Example with smart camera function’: s
HPC-ADAS E@] Head Unit ETE]
Scenarios: TSPEC/QSPEC manifests:
= B = Quiet area / Busy area TSPEC:
Application manifest: % :f'a:'tftﬁ]sb':‘:jg‘%w o
17 pame camers_percepor

4 ’ X protocol: ieee 1722

Smart Camera [ [I ’;Iype: adas._percedpuor} . sender_host: Smart Camera

& - - F— ata_receiver: adas_fusion . = )
\ ool5) Front Display I_|:|J application_data_size_B: 30K / 50K Qrgcl;(;.:_léer_host. AIEEADRS

& application_periocity_ms: 33.33 e 1s :

4 3 . = = . criticality: high

Sart Radar ID) \ ’_ i:lifcji?:g:ﬁ;?ﬁi:glﬁtency_ms. 33.33 latency_budget_ms: 10
\ ( Smart Window 'D" expected_rate_mbps: 26 / 44

— E [ | . i E

Teu 0 \ Other functlons.

& = radar_perception = front_display_image

IB . .
\ = adas_fusion_perception = rear_display_image
= high_definition_maps = rear_display_user_response
— 100Base-T1 = scenic_view_information = network_management
R. Gonzalez de Oliveira, J, Villanueva, F. Wagner, and X. Li | 2025 Ethernet & IP @ Automotive TechDay | 15-16.10.2025 1va|ues shown are approximations eTAS BOSCH



SDN: Software Defined Networks; SDV: Software Defined Vehicle;

I m p I e m e ntati O n Exa m p I e TSN: Time Sensitive Networks;
Network Performance Evaluation B vicsevare [ o itener — ro0aase-r

Resources analysis

__________________________________________________________

e ——

18
TSN streams

""""""""""""""""""""""""""""""""""""" Scenario: Quiet area Scenario: Busy area

£ 3 P

. . ope . |
[ ) Dynamic link utilization: [[@ Evaluation for link: HPC-ADAS - Head Unit

S (] = ¥ avarage Rate: 42Mbps Possible to find an IVN working

> 2 5 e Rate.' 87 Mbps configuration as rates required are below
[ Smart Camera [T 2 g p ' P the 100Base-T1 link capacity.
g = Y avarage Rate: 47Mbps @ o
(Smart Radar  [}) g H = ) expected Rate: 105Mbps Necessary to degrade some application

ol £ T, ;
= > l Negotiation of resources ~€SOUrces (e.g., scenic view /r'rfprmatlon),
"rcu 0 TSN streams. gmm . S avarage Rate: 33Mbps o to ?egrease Lhe TI\\S/ Il\\ll stre?ms link usage
%37 ' =W ' to find a workin configuration.

\ Iﬂ m = ) expected Rate: 87Mbps 2 2

With appropriated agreements for network and computational resources, the traffic contracts could be fulfilled

‘] 9 R. Gonzalez de Oliveira, J, Villanueva, F. Wagner, and X. Li | 2025 Ethernet & IP @ Automotive TechDay | 15-16.10.2025 eTAS BOSCH
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Outlook and Conclusion

= Take Aways:

= NG -
© Q—Q oc®

SDN introduced Manifests mal\rl]gtf\é\gorg(ent
step by step harmonization foundation

= Future work:
(M (2)

Yo & @

Refinement Holistic Automotive SDN
of SDN steps  SDN/SDV view standardization

With proper interfaces and methods SDN can unleash the full potential of SDV

If you want to discuss further, please contact us

2‘] R. Gonzalez de Oliveira, J, Villanueva, F. Wagner, and X. Li | 2025 Ethernet & IP @ Automotive TechDay | 15-16.10.2025 (1) ETAS SDN whitepaper
(2) e.g., OATC19 eTAS . BOSCH



https://www.etas.com/ww/media/a_downloads/250214_whitepaper_dap_sdv.pdf
https://opensig.org/tech-committee/tc19-software-for-management-and-configuration-of-automotive-ethernet-switches/
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