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Lidars: 100BASE-T1Zoox’s Use Case

Radars: 100BASE-T1

On-board Computers: 
1000BASE-T1

Vehicle Controllers:
100/1000BASE-T1

Network Switches:
100/1000BASE-T1

Mobility-as-a-Service 
via Zoox Autonomy 
software and a 
purpose-built vehicle 
platform 
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Service Techs need to know how to 
repair Vehicles:
● Accurate issue location & 

threshold is in our interest
● Service benefits from as many 

running Vehicles as possible

Automotive Ethernet links make 
our service possible:
● Riders expect prompt pickups

& smooth trips
● Avoid interrupted trips due to 

Vehicle faults

Vehicle Dev & Ops Mobility-as-a-Service

Zoox’s Use Case
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Characterizing Where Data Goes Missing
Zoox’s Use Case

“... sensor unavailable due to data missing at sensor driver software…”

● Application (sensor driver software)
○ Sequence, RX/TX Byte Counts

● OS IP Stack & Driver
○ Buffer Overruns, Byte Counts

● PHY / MAC & Driver
○ Link State, RX Error Counts, SQI
○ This is what we’ll discuss today

Sensor 
Data

L1-2: PHY / MAC

L3-5: OS IP Stack

L6-7: Application

-T1 Port
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Bent Socket → 
Bent Pins

Water Ingress After 
Seal Failed + Rain

Thermal Cycles + 
Connectors + Potting

Issue Detection

Interesting Failure Cases



2025-10-16 © Zoox, Inc. | All rights reservedRuntime Detection of Marginal Automotive Ethernet Physical Channels | IEEE SA E&IP@ATD 2025 | Hartwig, Hendrix, Noe, Yechuri

Loss Duration Example Cause(s) Link Operable?

< 10 ms EMI, crushed cables Yes → should be serviced
Degree of concern depends 
on usage and risk tolerance

10 - 200 ms Loose pin, crushed cables Yes → must be serviced

> 200 ms Disconnected wire / pin No → must be serviced

Categorizing Marginal Physical Channels
Issue Detection

● 10 ms chosen based on sensor requirements & verification tools
● We prefer to match our internal standards to industry standards

○ How can we detect 10-200 ms based on the standards?
○ Looking for required / non-optional features
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Categorizing Marginal Physical Channels
Issue Detection

● 1000BASE-T1:
○ Link down

with PMA watchdog

● 100BASE-T1:
○ Link down
○ False carrier / MII RX_ERR

Loss Duration Example Cause(s) Detection Technique

< 10 ms EMI, crushed cables - RX CRC from MAC
- SQI / MSE
- 1000BASE-T1: BER

10 - 200 ms Loose pin, crushed cables Depends on 100/1000 ↴ 

> 200 ms Disconnected wire / pin - Link state
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100/1000BASE-T1 Differences
Issue Detection

● 1000BASE-T1:
○ Link down

with PMA watchdog

100BASE-T1 Link Monitor transitions 
to LINK DOWN only after 200 ms

● Up to 2.5 MB of data lost
or 2-3 frames lost at 20 Hz

● False carrier error is faster

1000BASE-T1 Link Monitor has a 
similar 97.5 ms timer, however:

● Up to 5x more data loss
● PMA watchdog should trip 

faster: in µs rather than ms

● 100BASE-T1:
○ Link down
○ False carrier / MII RX_ERR
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Polling and Interrupts
Issue Detection

● Not desirable to spend many CPU cycles on monitoring
○ If we log counters at 1 Hz, how do we see a < 500 ms link down?
○ Must convert link state to a polling-friendly counter:

■ link state change count -or-
■ last link state change timestamp

○ Option to gather link state via interrupt or fast polling
■ Tradeoff: seeing shorter events encourages interrupts

● Sounds all sorted - how do we access this info? Any gotchas?
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Typical Implementation
Issue Detection
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● Many implementation-specific interfaces between the application and the 
IEEE-standard defined information

● How do we verify detection functionality?
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What about SQI?
Issue Detection

● Signal Quality Index from 
Open Alliance TC1 :

● Widely implemented
in -T1 parts
○ Derived from Mean Square Error (MSE):

■ determined across 2^16 symbols or approx. 1 ms
○ Focused on electrical noise and only valid while data is flowing
○ Results discussed later show interesting behavior with intermittent link loss 

https://opensig.org/wp-content/uploads/2024/01/Advanced_PHY_features_for_automotive_Ethernet_V1.0.pdf
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Resulting ECU-level Requirements
Verification

● Metric Availability: link state, link state change count, rx error, sqi
 

● Link Loss Detection:
… detect a loss of signal with duration of 10ms or greater …
 

● Very Short Link Drop (< 200 ms for 100BASE-T1):
…the packet error counter or false carrier counter (rx error) shall be 
incremented at least once for each loss of link…
 

● Short Link Drop (100/1000BASE-T1):
…the link state change counter shall be incremented for each loss of link.
The packet error or false carrier counters (rx error) may also be incremented 
during a link loss. 
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● Simulate short wire disconnects on an automotive ethernet cable / channel

● Interrupt each signal line:

○ Population options to open 

one side of a differential pair or
both simultaneously

● Or interrupt both lines together:

○ Scales to many ports

● Not a typical capability of media
converters or traffic generators

How do we check? → Layer 1 Fault Injection Tool
Verification

Ch 0 Relay+

-

Ctrl 0 Ctrl 1 Ctrl…

Relay
+

-

Ch 0 Relay+

-

Ctrl 0 Ctrl 1 Ctrl…

Relay
+

-

Ch 1 Relay+

- Relay
+

-

… …
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Layer 1 Fault Injection Tool: Design Exploration
Verification: Tools

 

Fault Injector
↳ Relay or Mux

Fault Injector Test Criteria
● Switching time:

○ Software response time
○ Relay response time

● Closed circuit bit error rate (BER) 
/ packet drops within spec

Connectors
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Layer 1 Fault Injection Tool: Final Design
Verification: Tools

 ● Injects physical layer faults on 
ethernet lines
○ Fault durations as short as 1ms
○ RJ45 connectors for cycle count
○ Reed relays for fast and simple 

switching
● Supports both 1000BASE-T1 and 

100BASE-T1 channels
● Controlled and powered through USB 

from Host PC
● Scalable via 3U Eurocard racks
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Layer 1 Fault Injection Tool: Design Verification
Verification: Tools

● Measured insertion and return loss of the tool with relays closed
● Tool (L1FIB) channel is similar and close to 100/1000BASE-T1 spec

1SHORT and 1MED are cables only for baseline
2MIX_L1FIB = 1SHORT + L1FIB + 1MED → channel of interest

https://docs.google.com/presentation/d/1pk-ny50V3Mt8HG0w-jLDDxu77oMHpPoYVs-sZpDaw6c/edit?slide=id.g29dee617867_0_184#slide=id.g29dee617867_0_184 
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Layer 1 Fault Injection Tool: Design Verification
Verification: Tools

● RJ45 cables are not made equal for 
1000BASE-T1 (spec needs 600 MHz)

● C6: CAT6A ethernet cable is a close 
substitute (up to 550 MHz)

● HMTD: GG-X9305 crimped into 
CAT6A RJ45 terminals
→ Best overall performance 
→ Higher cycle count at connector

● MTD: GG-X9317 crimped into CAT6A 
RJ45 terminals

https://docs.google.com/presentation/d/1M9kqwWgkYyk15u9XfjUinRIJbQ3YnwTCII1yuUkron8/edit?slide=id.g2606ef5c7b6_0_412#slide=id.g2606ef5c7b6_0_412
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Link Loss Detection on ECU1
Verification: Results

1000BASE-T1
Fault Time 
(sec)

Link State 
Change

RX Errors SQI
(0-7)

0.001 10 / 20 0 / 20 7.00

0.01 8   / 20 0 / 20 7.00

0.1 12 / 20 0 / 20 6.30

0.2 15 / 20 0 / 20 4.90

0.5 20 / 20 0 / 20 3.85

1.0 20 / 20 0 / 20 3.85

100BASE-T1
Fault Time 
(sec)

Link State 
Change

RX Errors SQI
(0-7)

0.001 0   / 20 0 / 20 6.65

0.01 0   / 20 0 / 20 6.30

0.1 0   / 20 0 / 20 5.25

0.2 18 / 20 0 / 20 5.95

0.5 20 / 20 0 / 20 5.60

1.0 20 / 20 0 / 20 5.95

 

● Fault visibility needs improvement

● SQI increases for shorter fault times  🧐
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Link Loss Detection on ECU2
Verification: Results

1000BASE-T1
Fault Time 
(sec)

Link State 
Change

RX Errors SQI
(0-7)

0.001 20 / 20 3 / 20 7.0

0.01 20 / 20 2 / 20 7.0

0.1 20 / 20 4 / 20 7.0

0.2 20 / 20 6 / 20 6.7

0.5 20 / 20 3 / 20 7.0

1.0 20 / 20 3 / 20 7.0

100BASE-T1
Fault Time 
(sec)

Link State 
Change

RX Errors SQI
(0-7)

0.001 0   / 20 20 / 20 7.0

0.01 0   / 20 20 / 20 7.0

0.1 0   / 20 20 / 20 7.0

0.2 20 / 20 20 / 20 6.7

0.5 20 / 20 19 / 20 7.0

1.0 20 / 20 19 / 20 7.0

 

● Fault visibility for all of these intervals is achievable
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Summary
 

 

The mechanisms to 
detect very short 
link faults are in
100/ 1000BASE-T1 

MAC + PHY: fast link 
state plumbing is key 
to detection 

 

Fault visibility is 
implementation 
specific and needs 
to be verified per 
ECU implementation

Ideal FW/BSP: 
non-polling metrics

 

Building verification 
tools to inject very 
short link faults is 
within reach 

  → closes the loop



Thank you!
Questions?


