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CURRENT TRENDS AND THEIR IMPACT TO 
IN-VEHICLE ETHERNET ARCHITECTURES 

Christoph Gollob
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EE-ARCHITECTURE DEFINES THE PARTITION OF FUNCTIONALITY OVER ECUs AND 
THE CONNECTIONS BETWEEN THESE ECUs

• Scaling effects are only possible with a 
coherent EE-architecture

• The challenges for a coherent EE architecture 
increase with

o the number of dimensions and their diversity 
that need to be considered

o software maintenance demands over lifetime 
for a stable architecture over generations

o geopolitical regulatory challenges
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Strengthen 
zonalization

• Optimized zones: 
(Power and data 
distribution, always-on 
functionality, audio,…)

• Zonalization for fast 
control loops only 
possible via Ethernet 
using gigabit backbone.

CURRENT TRENDS WE HAVE TO MANAGE IN AUTOMOTIVE 
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GENERATION 2021 – BMW i5 
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GENERATION 2025 – THE NEUE KLASSE ZONAL E/E ARCHITECTURE
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Strengthen 
zonalization

• Optimized zones: 
(Power and data 
distribution, always-on 
functionality, audio)

• Zonalization for fast 
control loops only 
possible via Ethernet 
using gigabit backbone.

CURRENT TRENDS WE HAVE TO MANAGE IN AUTOMOTIVE 

• Base layer security on 
all connections 
(MACsec as role model)

• Fast and stable OTA 
update

• Integration of L2 ADAS  
and IVI in base
architecture (HPC)

Former distinction 
factors  becoming 
hygiene factors
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OTA AND SECURITY AS FOUNDATIONS FOR SDV, STRENGTHENING THE QUALITY 
EXPERIENCE

>10m OTA 
capable cars 

>16.5m 
updates 

done
>290 

features/   
bugfixes

>130m€
saved

• MACsec as base layer security  
beginning with “Neue Klasse”

• PQC enabled key exchange for non-
diagnostic components (e.g. cameras)

• SecOC for CAN FD

PQC = Post Quantum Cryptography
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Strengthen 
zonalization

• Optimized zones: 
(Power and data 
distribution, always-on 
functionality, audio)

• Zonalization for fast 
control loops only 
possible via Ethernet 
using gigabit backbone.

CURRENT TRENDS WE HAVE TO MANAGE IN AUTOMOTIVE 

• Base layer security on 
all connections 
(MACsec as role model)

• Fast and stable OTA 
update

• Integration of L2 ADAS  
and IVI in base
architecture (HPC)

Former distinction 
factors  becoming 
hygiene factors

• Standardized,
interoperable interfaces 
help when changing
individual elements of 
the EE architecture

• Worldwide supply chain 
necessary

Geopolitical 
challenges
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▪ Partners are eager to understand and challenge BMW’s needs on vehicle-level helping push standards together

▪ We develop pioneering solutions based on BMW requirements together

LEADERSHIP IN INNOVATION AND STANDARDIZATION IS IMPORTANT FOR BMW 
AND ITS RESILIENCE
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▪ Standardization increases geopolitical resilience by worldwide supply

▪ Standards for communication technologies lead to competitive products in price and features and avoid “vendor lock-ins” 

LEADERSHIP IN INNOVATION AND STANDARDIZATION IS IMPORTANT FOR BMW 
AND ITS RESILIENCE

Ethernet ASA-ML
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Strengthen 
zonalization

• Bring the data to one AI 
platform with high 
function integration
(ASA-ML + ETH)

• IP provides seamless 
transport to backend

• Increasing number of 
Ethernet nodes allow for  
gateway free 
connectivity

• Optimized zones: 
(Power and data 
distribution, always-on 
functionality, audio)

• Zonalization for fast 
control loops only 
possible via Ethernet 
using gigabit backbone.

CURRENT TRENDS WE HAVE TO MANAGE IN AUTOMOTIVE 

• Base layer security on 
all connections 
(MACsec as role model)

• Fast and stable OTA 
update

• Integration of L2 ADAS  
and IVI in base
architecture (HPC)

AI in car and 
backend

Former distinction 
factors  becoming 
hygiene factors

• Standardized,
interoperable interfaces 
help when changing 
individual elements of 
the EE architecture

• Worldwide supply chain 
necessary

Geopolitical 
challenges
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CROSS DOMAIN DATA MUST COME TO AI

LLM / VLM inside the car (esp. HPC)

LLM / VLM in Backend 

• No need for backend connection, therefore better 
availability and latency 

• Data privacy, data of the car stays inside the car 

• Ensures highly interconnected algorithms

• All data is concentrated in (and has to be 
transferred to) the AI (HPC) 

• Bigger models / computing power therefore 
better results

• Data either preprocessed (agent) or 
directly transmitted to backend (IP)

Onboard agents and 
offboard agents 
communicating

LLM =  Large  Language Model , VLM = Vision Language Model
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Strengthen 
zonalization

• Unification of BMW 
owned software 
platforms

• Few scalable protocols 
and technologies
(Ethernet as role model)

• Functions are  
concentrated  in 
HPC, requires the right 
higher-layer protocols 
and interfaces

• Bring the data to one AI 
platform with high 
function integration
(ASA-ML + ETH)

• IP provides seamless 
transport to backend

• Increasing number of 
Ethernet nodes allow for 
gateway free 
connectivity

• Optimized zones: 
(Power and data 
distribution, always-on 
functionality, audio)

• Zonalization for fast 
control loops only 
possible via Ethernet 
using gigabit backbone.

CURRENT TRENDS WE HAVE TO MANAGE IN AUTOMOTIVE 

• Base layer security on 
all connections 
(MACsec as role model)

• Fast and stable OTA 
update

• Integration of L2 ADAS  
and IVI in base
architecture (HPC)

AI in car and 
backend

Complexity
reduction 

Former distinction 
factors  becoming 
hygiene factors

• Standardized,
interoperable interfaces 
help when changing 
individual elements of 
the EE architecture

• Worldwide supply chain 
necessary

Geopolitical 
challenges
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COMPLEXITY REDUCTION IS A FUNDAMENTAL REQUIREMENT TO SUCCESSFULLY 
SURF THE TRENDS
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HPC

Zone Roof

EVOLUTION IN E/E SYSTEMS AND CHALLENGES FOR NETWORK TECHNOLOGIES

Peripherical 
ECUs

Peripherical 
ECUs

HPC:
▪ Central compute unit for 

functional SW and 
coordination. 

Peripherical –ECUs
▪ Connected to zone-

module, controlled over 
HPC. 

▪ Firmware (HW-Driver), 
Little to no functional 
SW. 

Zone-Modules:
▪ Data & energy 

transmission.
▪ Diagnostic-/ 

Flash-gateway 
▪ Little to no functional 

SW.

ZIM
ZIM

IP

ZIM
ZIM

ZIM

Element from the E/E System Target Architecture

Zone 3
Power
Data

Zone 1
Power
Data

Zone 2
Power
Data

E/E System  „Neue Klasse“

Zone Front

Power 
Distribution.

Zone Rear

12V

Ethernet 
(10-1000)

CAN (HS, 
FD)

FlexRay

ECU ECU ECU ECUECUECU

▪ Functions integration in HPC „shift 
north“ together with Remote 
Control Protocol RCP.

▪ Helping in scalability 

▪ Enabling zonalized Audio and rapid 
control loops by fast backbone

▪ Costs reduction of Ethernet

▪ Introduction of SerDes 
standardized technology ASA for 
HW Updates.

▪ In-house Ethernet stack for rapid 
control loop. 

▪ Sensors/Edge Nodes with RCP.
ECU ECU ECUECU

Ethernet CAN unified

ECU

Chassis & 
Powertrain

ADAS

IVI Basic

Power 
management 
(eFuses)

Future-proof for functional expansions

Reduction of GWs (Tunneling, 10BASE-T1S).

Reduction of complexity & cables

HPC

12V 48V

Prop.
SerDes

ASA

Function

ECU

ECU

RCP ECU: no SW, no uC

Classic  ECU:  HW + SW

ECU
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SUMMARY AND WHAT IS NEXT. 

• Current trends call for technological simplification due to economical complexity 

• Ethernet, although increasing in importance, is not the answer to everything but always a good role model

• Zonalization of data (all speedgrades) needs to be discussed for lightweight solutions

• Standards help in reacting to a fragmenting business environment. 

We have enough challenges as is, let us work together to 
establish the fundamental elements of the infrastructure
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